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WHAT THEY DO IN THE 
SHADOWS - 
UNMASKING MODERN BUSINESS SCAMS
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• Introduction
• Social Engineering
• Old scams, new twists
• New scams
• Final Thoughts

Agenda
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INTRODUCTION
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Who Am I?
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• Principle Technology Architect, Security

• Employed at UB 23+ years

• CEH - Certified Ethical Hacker

• IACIS - Certified Forensic Computer Examiner

• GSEC- GIAC Security Essentials Certification

• MCSE, MCP+I, CNA

• M.F.S. (Master of Forensic Science)

• PhD, Philosophy

But seriously…
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SOCIAL 
ENGINEERING
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“Any act that influences a 

person to take an action that 

may or may not be in their 

best interest.”

Social Engineering
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• Belief in others sincerity, good intentions

• Taps into primal emotions

• Fear

• Greed

• Urgency

Relies on Human Nature 
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• Information gathering

• Establish relationship

• Exploit relationship

• Attack Execution 

How Does Social Engineering Work?
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• Hunt for information via Open Source 

Intelligence Techniques (OSINT)

• UB websites, LinkedIn, Pastebin, 

 Social Media

Information Gathering
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• Engage through targeted 

communications

• Email

• Phone call

• Social media

Establish Relationship
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• Impersonate authority figure

• Friendship or liking

• Social validation

• Scarcity 

• Commitment / consistency

• Social validation 

• Reciprocity

Exploit Relationship
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• Attempt account change

• IT, financial, health care

• Disclose sensitive information

• Credential theft

• Financial scam

Execution
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OLD SCAMS, 
NEW TWISTS
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• Uses a proxy server

• Starts with a phishing email 

• User clicks on the link and request passed to 

legit site

• Unlike traditional phishing, pulls content from 

original page

• Credentials and 2FA forwarded to attacker

• User sees successful logon

Bypassing MFA – Attacker in the Middle
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Employee “Assistance”
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Free Stuff?
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Invoice Scams
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NEW SCAMS 
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• Vishing: The practice of eliciting information 

or attempting to influence action via the 

telephone.

• AI is being used to mimic a trusted 

individual’s voice and make requests

• e.g. President, VP, IT Support, HR

Generative AI Vishing
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Shared Documents (OneDrive, SharePoint, Google)
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• Uses a tool that provides a fully automated attack.

• The tool verifies Teams user can receive external 
messages.

• Creates a new thread with the target user and 
sends a message with a SharePoint attachment 
link.  

• New thread appears in the sender’s Teams 
interface for manual interaction, ultimately initiating 
the attack.

Teams Chat Attacks
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What is MFA Fatigue?

• Attacker sends MFA requests repeatedly 
until accepted

What actions should I take?

• Report as fraudulent

• Change your password ASAP

MFA Fatigue
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QUESTIONS?
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How did we/I do?--Take the Session Survey 
on your smart device using the QR Code on 

your schedule.
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